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Abstract. Programming languages with uniqueness type systems pre-
vent pointer aliasing, simplifying memory safety reasoning. However,
code implemented in these languages often interoperates through foreign
function interfaces with external components implemented in languages
lacking the same level of static safety guarantees. To verify safe updates
in a combined system, one must manually verify that the external com-
ponents preserve the safety invariants of the uniqueness type system.
In particular, recent work showed that one can manually discharge such
obligations on C components from a cross-language Cogent-C system
by directly reasoning about the C code in higher-order logic. However,
even for simple examples, discharging the uniqueness safety obligations,
known as frame conditions, within a logic not specifically designed for
direct reasoning in terms of heaps and pointers was not ideal. Separation
logic is an established logic that facilitates reasoning about imperative
programs by localising reasoning to the parts of the heap that the pro-
gram mutates. This raises a vital question. Can we use separation logic
to discharge the safety obligations imposed by uniqueness types? The
answer is yes. This paper demonstrates that the frame conditions can be
inferred from particular separation logic triples and, hence, discharged
by reasoning using separation logic. We identify and verify the sound-
ness of specific separation logic triples that imply the frame conditions
imposed by a uniqueness type system.

Keywords: Memory Safety - Uniqueness Types + Separation Logic

1 Introduction

Modern languages such as Clean [15], SAC [16], Mercury [18], and more recently,
Cogent [9] leverage uniqueness type systems [17], a form of substructural type
systems, to rule out the largest known class of common software vulnerabilities:
memory safety errors. In particular, uniqueness types are typically used in these
languages to prevent pointer aliasing: having multiple live references to the same
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memory location. As such, they support the development of code that is safe by
design and remove the need for garbage collection, enabling efficient compilation.

However, the safety guarantees of uniqueness typing are limited to code that
adheres to the type system constraints. While the uniqueness condition is a con-
ceptually simple restriction, it sometimes imposes a considerable burden when
writing code in such languages. For example, a simple uniqueness type system
would prohibit passing both an array and a reference to one of its elements to a
function because of the aliasing this introduces, even if we only read from them,
and no mutation is involved.

Therefore, in practice, languages with uniqueness types often include an opt-
out mechanism, to enable interoperation with external components written in
unsafe fragments or unsafe languages, such as C, which do not enforce safety
by design. This often involves using a foreign function interface (FFI) to enable
interoperation with surrounding infrastructure, such as system calls, and with
existing components such as external libraries.

For instance, SAC, a functional programming language with uniqueness
types, provides an FFI to interoperate with external C libraries [5]. Similarly,
the Cogent language [9] has an FFI to act as a bypass mechanism that enables
interoperation with C components.

To verify the memory safety of a combined system, one must manually ver-
ify that the external components preserve the invariants of the uniqueness type
system that result in safety. Leaving these unverified could invalidate the guaran-
tees obtained from using uniqueness types, even for the safe components. Recent
work demonstrated that one can manually discharge such uniqueness conditions
on C code in the context of a cross-language Cogent-C system, by directly rea-
soning about the C code in higher-order logic. This shows that composing proofs
in such a cross-language setting is possible and that it is possible to discharge
the uniqueness conditions on foreign code. However, even for a simple example,
discharging uniqueness frame conditions in a logic not designed to verify such
safety obligations was quite tedious [4].

These proofs should ideally be developed in a framework that facilitates
reasoning about memory. One such framework is separation logic [14], a logic for
reasoning about heap-manipulating programs that enables local reasoning about
separate parts of memory, through separating conjunction and the frame rule.

This paper presents an imperative language with specific features for rea-
soning about memory safety. In particular, we extend an existing imperative
language [1] to distinguish memory safety errors from other type of errors and
present a sound separation logic for this extension. Moreover, we present sepa-
ration logic triples FC TRIPLE and prove that they imply the uniqueness type
invariants imposed by Cogent on foreign C code, on the shared heap between
Cogent and C, called through Cogent’s FFI, which allows for verified interoper-
ability of Cogent-C code [4]. We demonstrate that the FC TRIPLE we identified
can be discharged for a number of language constructs, including memory-related
constructs. While the formal proofs do not form a contribution of this paper,
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our core results have been formalised in RocqQ (formerly Coq) to gain higher
confidence in our results.

2 Enforcing Uniqueness on Foreign Functions

For this paper, we consider the memory safety invariants from Cogent, which is a
functional programming language intended for low-level software and designed to
write code in a safe, verifiable way without a garbage collector or heavy runtime
[10]. Cogent’s uniqueness type system ensures exclusive ownership of mutable
data, preventing aliasing and enabling direct updates without corrupting mem-
ory.

The uniqueness type system used in Cogent is quite sophisticated (see the
Cogent paper [10] for a full description); here, we only focus on the precise
conditions under which external C code imported into Cogent, maintains the
memory safety guarantees that its uniqueness types provide.

Cogent’s typing relation tracks a set of pointers w transitively accessible
through a value v, called the heap footprint—mote that w is a subset of the
domain of the current heap. Written v : 7 (w), this judgement states that v has
type 7 and an associated footprint w. By annotating the relation in this way,
the required non-aliasing requirements can be included in the typing rules.

For example, the rule for typing tuples is:

r:m (Wy) YT (Wy) wyNw, =10
(z,y) : 71 X T2 (Wy Uwy)

The disjointness condition w, Nw, = @ prevents internal aliasing in non-abstract
structures, preserving the uniqueness guarantee. For abstract types implemented
in C, however, internal aliasing may occur without breaking the uniqueness guar-
antee. This is permissible because the type system enforces uniqueness at the
abstract interface level, not within the hidden implementation.

Let f : 7 — p be a function implemented in C and imported into Cogent. Let
v be the input value such that v : 7 (w;), h; the initial heap (a partial map from
pointers to values), and f(v) the result such that f(v) : p (w,) with final heap
ho. For f to respect the uniqueness invariants, the following frame conditions
must hold:

Leak Freedom Vp. p € w; Ap ¢ w, — p ¢ dom(h,), that is, any pointer in the
input footprint that is not in the domain of the final heap must not appear
in the initial heap. We use the equivalent yet more convenient formulation:
w; Ndom(h,) C w,.

Fresh Allocation Vp. p ¢ w; Ap € w, — p ¢ dom(h;), that is, any pointer
in the output footprint that is not in the input footprint must not alias with
any pointer in the initial heap. We use the equivalent yet more convenient
formulation: w, N dom(h;) C w;.
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Inertia Vp. p ¢ w; Ap ¢ w, — hi(p) = ho(p), that is, any part of the heap not
in the input or output footprint remains unchanged.

These conditions ensure that the function only relies on the memory it is
permitted to access. Collectively, they are called the frame conditions, named
after the frame problem in knowledge representation [§].

Manually discharging these proof obligations for external C code without
the support of a suitable logic for reasoning about state is tedious [4]. The
next sections will explain how these conditions can be verified using separation
logic [14], which is specifically designed for reasoning about heap-manipulating
programs.

3 Language Syntax and Operational Semantics

We introduce a simple imperative language Ly p for which we will define our
separation logic. We adopt an imperative language [1] that captures key features
of low-level memory manipulation: heap allocation and deallocation as well as
reads and writes from and into the heap. This language is mechanised in Rocq,
and it was used to define a formal notion of memory safety. As such, it provides
a solid foundation for our work. We extend the language to distinguish memory-
related errors from other errors.

Block identifier «d € Z

Variable r € Var

Naturals n € N

Boolean b € B =true|false

Pointer p € P=IxN

Value v € V=NUBUPU/{nil}

Binary operator @ ==+ | — | x| =|<|A |V

Expression e € Ex=x|n|b|e|offsete|ede

Command ¢ € Cu=sgkip|z:=e|loadze|storeejes |allocze |

freee | seqcico | if ethenc elsecy | whileedoc

Fig. 1. Syntax

Figure 1 presents the syntax of the extended language and supporting com-
ponents. It features values v that include booleans, naturals, and pointers. A
pointer is a pair (id,n) where id is a block identifier drawn from a countably
infinite set Z of memory identifiers, and n € N is an offset. The distinguished
value nil represents the result of an ill-typed expression (e.g., 3 + true) and
is used to uniformly propagate errors. The language has standard expressions e
that have no side effects on the state, including offset e, which returns the
offset of a pointer value. It also features standard imperative commands ¢ such
as skip, local assignment, heap operations, and control flow constructs including
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loops. Figure 1 also presents the definition of states on which commands evalu-
ate. States consist of a pair of components: a local store [, a finite partial map
from variables to values, and a heap h, a finite partial map from pointers to
values.

Local store [ € £L = Var —g, V

Expression evaluation [-]“: & = L =V

l(x) if x € doml
1 € Vi
=] {nll otherwise (= ar)
[v]°l = (xeV)

orif [e1]®l =mn and [e2]°l =p

nil otherwise

ni1 — no if [e1]°1 = n1 and [e2]°l = no
ler —e2]l = < (id,n1 —n2) if [e1]®l = (id,n1), [e2]l = n2,and na < ny
nil otherwise

n1 +no if [e1]®l = n1 and [e2]1 = na
[[61+62]]el — p+pn lf [[el]]el:pand [[62]]el:n

Fig. 2. Evaluation of expressions (excerpt).

Now that we have presented the syntax, let’s define an operational semantics
for evaluating expressions and commands. Expression evaluation, [e]¢:S — V,
depends only on the local store. Hence, pointers may not be dereferenced in an
expression. Base values, such as booleans, naturals, and nil, evaluate to them-
selves. Arithmetic and boolean operations behave in the standard way. Addition
and subtraction can additionally be used for performing pointer arithmetic on
pointer offsets; we use the notation (i,711) 4+, ne as shorthand for the pointer
addition (i,m1 + n2). Equality comparison is allowed on all values, with pointer
equality comparing both the block identifier and offset. The < operator applies
only to naturals. Any operation applied to ill-typed values returns nil. Expres-
sion evaluation is standard, and an excerpt of the expression evaluation function
is presented in Fig. 2.
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Heap h € H=P —a. V

State s € S=LxXH

Memory error m € M == invalidRead | invalidWrite | invalidFree
Error err = m | other

Result rs € R u:= dones | errorerr | notYet

Bind operation bind :: (C =S - R, R) > R

bind(f, errorerr) = errorerr
bind(f,notYet) = notYet

bind(f, done (I, h)) = {done (') if f(I,h) = done (I', )

errorerr  if f(l,h) = errorerr

Command evaluation [-] :C >N =S8 - R

Ic]o s = notYet
[skip]ln+1 s = done s
[z == e]n+1 (I, h) = done(l[x — [e]°1], h)

[seqci ca]nt1 s bind([ez]n , [e1]n $)
[if e then c1 else ca]nt1 (I, h) = if [e]° 1 then [e1]n (I, k) else [e2]n (I, h)

[seqc(whileedoc)], (I,h) if [e]®l = true

[while edo c]nt1 (I, h) = { done(l, h) if [e]®l = false
error other otherwise
done(l[x +— v], h) if [e]*l =pand p € domh
[Load z e]n+1 (1, h) = ( error invalidRead if [e]°l=pandp ¢ domh
error other otherwise
done(l, h[p — [e2]¢1]) if [e1]l = p and
p € domh
[storeer ea]n+1 (1, h) = { error invalidWrite  if [e;]°] = p and
p ¢ domh
| error other otherwise
done(l[x — (,0)], if [e]®l = k and
[alloc x e]nt1 (1, h) = hl(i,j) — 0]0 < j < k]) 1i=fresh(ids(l,h))
error other otherwise

(done(l, h[(i, k) — L | k € N]) if [e]¢l = (i,0) and
3j. (i,7) € domh

[freee]nt1 (1, h) = { error invalidFree if [e]®l = (¢,0) and
Vj. (i,7) ¢ domh
| error other otherwise

Fig. 3. Evaluation of commands
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The function [-] : C = N — & — R defines big-step evaluation for com-
mands. It evaluates a program c in a given state s, with a maximum of n execu-
tion steps, and produces a result. The result is either done s’ with final state s/,
an error error err, which could be a memory-related error m or an other error,
or a timeout result notYet if the execution limit n is reached before completion.
Note that the number of steps n provided as fuel is a formalisation detail that
is only necessary to conveniently formalise this semantics as a total function in
Rocq.

The language enforces safety by raising errors that immediately halt execu-
tion, preventing undefined or unpredictable behaviour due to memory misuse.
The command evaluation function is presented in Fig. 3. Unlike the original lan-
guage semantics [1], our semantics distinguishes memory safety errors from other
runtime errors. This distinction is necessary to define a separation logic validity
triple that is sensitive to memory safety violations. Specifically, we extend the
semantics to support the following memory safety errors: invalidRead, reading
from an invalid memory location, invalidWrite, writing outside the bounds of
a block or to otherwise invalid memory, invalidFree, freeing an invalid pointer.

The evaluation follows the standard imperative semantics for skip, seqc; ca,
x = ¢, if ethency elsecy, and while edo c. The 1load x e heap lookup command
first evaluates e to a pointer and then attempts to read from that location in
the heap. If e does not evaluate to a pointer, evaluation results in error other.
If the pointer is invalid, either because the block identifier is not allocated or
the offset is out of bounds, the result is an invalidRead error. Similarly, the
heap mutation command, store ey ey, requires e; to evaluate to a valid pointer.
If not, evaluation results in an invalidWrite error. The allocation command,
allocx e, evaluates e to a natural k£ and then produces a fresh block identifier
that is not currently in use. A new block of size k is added to the heap, with all
cells initialised to 0. This initialisation is important for ensuring that allocation
does not leak information present in blocks that have been previously freed.
The resulting state binds x to a pointer that refers to the first cell in the new
block. Block identifiers in this language are immutable once assigned, making it
impossible to fabricate a pointer to an allocated block. The heap deallocation
command, freee, evaluates e to a pointer. If the pointer is valid, the result
is a heap where all cells associated with the corresponding block identifier are
removed. If the pointer is invalid, evaluation results in an invalidFree error.

To summarise, our semantics extends an existing imperative language with
manual memory management [1] that was formalised in RocQ, by explicitly
distinguishing memory safety violations from other errors. In the next section,
we present a separation logic for reasoning about this language and prove its
soundness with respect to the operational semantics described here.

4 Separation Logic

Now that we have defined the language and its operational semantics, we are
ready to develop a separation logic for reasoning about programs in this lan-
guage.
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In standard separation logic [14], a triple (P, ¢, @) is considered valid if
whenever command ¢ evaluates from a state satisfying precondition P, if eval-
uation terminates, it does so successfully in a state satisfying postcondition
Q. In particular, this notion of strong validity {P} c{Q}s holds exactly when
Vsk. Ps — ([c]x s # error err) A (Vs'.[c]r s = done s’ — @ s’). That is, for any
state s satisfying P, the execution of the program c in s will not trigger an error
and, if the execution terminates, it will do so in a state satisfying Q.

As previously observed in the literature [1], strong validity makes it difficult to
distinguish reasoning about the validity of heap-related behaviour. For example,
the triple {emp} free true {emp}s (where emp denotes the predicate that holds
on states with an empty heap) is invalid, even though it accurately describes the
behaviour of the heap: when the program runs on an empty heap, we obtain an
error. However, when the program stops, the heap remains empty.

To address this issue, a more permissive variant of separation logic allow-
ing certain classes of errors was introduced [1], where weak validity, written
{P} c{Q}y, holds if evaluating ¢ from a state satisfying P either diverges, trig-
gers an error, or terminates in a state satisfying Q). Formally, {P} c {@Q}y holds
iff Vsk.Ps — (Vs'.[c]x s = dones’ — @ s’). Note that, under weak validity,
{emp} free true {emp}s holds.

However, this relaxed notion of validity introduces two major drawbacks.
First, it invalidates the soundness of the frame rule!, which is an essential com-
ponent of separation logic, enabling the extension of local reasoning to parts of
the heap that the command has not modified. Second, it is insensitive to the par-
ticular error that has occurred. In this way, it undermines efforts to characterise
memory-safe programs: for instance, {emp} load x e {emp}y is deemed valid, even
though the command may raise a memory safety error.

To remedy this, we introduce a third notion of validity that explicitly dis-
tinguishes memory safety violations from other kinds of errors. A memory-safe
validity triple, written {P} c {Q}y, holds if evaluating ¢ from a state satisfying
P does not result in a memory safety error and if it terminates successfully, the
resulting state satisfies (). In particular, memory-safe validity {P} c {@Q}y holds
iff Vsk.Ps — ([c]xs # errorm) A (Vs'.[c]xs = dones’ — @s’). All other
behaviour, including divergence or non-memory-related errors, is permitted.

This definition achieves the desired balance: it rejects {emp} load x e {emp}y
as invalid reads violate memory safety; on the other hand, since the evaluation
results in a non-memory-related error, {emp} free true {emp}s is a valid triple.
An added benefit of this notion is that it turns out that it preserves the sound-
ness of the frame rule, enabling modular reasoning about heap-manipulating
programs using the standard frame rule. Since this separation logic triple is the
one we focus on in this paper, we simply refer to it as {P} c{Q} in the rest of
the paper.

Before introducing the assertion logic used to describe program predicates,
we first present the basic notation that underpins our logic (see Fig. 4). We write
set disjointness as #; this holds when two sets have no elements in common. Heap

1A detailed explanation of this issue can be found at the end of this section.
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Map notation

fiu fa = {(k,v) | (k,v) € fi Nk ¢ dom(f2) (map union)
\ (k’ U) € f2}
frs ={(k,v) e f|keS} (map restriction)

Local store, heap, and state notation

(ll, hl) U (lg, hz) = (ll U lQ, hi U hQ) (state union)
hi L ho = dom (h1) Ndom (h2) =0 (heap disjointness)
blocks(l, h) ={i €7 |3n,(i,n) € dom(h)} (live block identifiers)
ids(l, h) = blocks(l, h) (all identifiers)

U{i| Jzn. l(z) = (i,n)}

U{i|3pn. h(p) = (i,n)}
vars(l, h) = dom(!) (state vars)

vars(c) = local variables of program c (command vars)

Nominal notation
- (b, k) = (mw(b), k) (permute pointer)

Fig. 4. Basic notation

disjointness, written 1, holds when the domains of two heaps, treated as partial
maps from addresses to values, are disjoint. The union operator U is overloaded
in our setting: For sets, it denotes the usual set-theoretic union. Map union,
also U, is the union of the key-value pairs from the two maps, choosing the first
map’s values for pairs with the same key. For states, which consist of both a
local store and a heap, union is defined pointwise by applying the map-union
operator to both components. We write map restriction as f [ .S, which denotes
the restriction of a map f to a set S: this is a new map containing only the
entries in f whose keys belong to S. With this notation in place, we can now
define the predicates of our separation logic.

Preconditions and postconditions are logical predicates over states. Separa-
tion logic predicates extend usual logical predicates with operators that enable
local reasoning about the heap. It has the following additional predicates.

Empty heap emp holds when the heap is empty, that is, when dom(h) = 0.
Singleton heap (p — v) holds iff the heap contains exactly one binding p +— v.
That is, when dom(h) = {p} A h(p) = v.
Separating conjunction P *x () holds iff the heap splits into disjoint parts
satisfying P and @ respectively (with a shared store).
That is, when 3hy ho. hy Lho A h = hy Uhg A P(l,hy) A Q(I, he). Separating
conjunction is associative, commutative, and has emp as unit:
Px(@Q+R)«— (P+xQ)*R, PxQ < Qx*xP, Pxemp« P.

The separation logic rules are presented in Fig.5. We define a separation
logic rule for each command in our language. We also include the standard
consequence rule and the central frame rule. We verified the soundness of these
separation logic triples with respect to the operational semantics.

The rules for assignment, skip, if, seq, and while adhere to the standard
Hoare logic conventions. More interesting are rules for primitive memory opera-
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Separation Logic Memory-Safe Validity {P} c {Q}

{P} skip{P} {Ple/z]} x =e{P}
{As. [e]°s=p A (p+>v)s}loadxe{As. (x =v)s A (p— v)s}
s [er]s=p A )sAfe]s =v)storeeses {p— v}
{Xs. [e]°s = k A emp s} allocxe {s. Ji. [z]%s = (4,0) A[((,5) — 0) | 0 < j < K](s)}

{Prci{Q} {Q}c2{R}
{P}seqcico{R}

{As. [e]°s = (:,0) A((i,0) — )s}freee{emp}

{Xs. [e] s A Ps}ci {Q1} {Xs. 7[e]°s A Ps}ca {Q2}
{P}if ethencyielsecy{As. QlsV Q2s}

{As. [e]°s A Ps} c{P}
{P}whileedoc{\s. =[e]s A Ps}

Vs. P's — Ps {P}c{Q} Vs. Qs — Q's {P}c{Q}
{P'}c{Q} {P=*R}c{Q= R}

Frame

Fig. 5. Separation logic inference rules. Note that Frame holds under the condition
that the variables referred to in R are independent of the variables modified by c.

tions. We begin with the load rule. To load x e, since pointers cannot be derefer-
enced within an expression e, the expression e must evaluate to a pointer p refer-
ring to some value v. After loading from p, the variable x now stores v, and the
heap at p remains unchanged. For the store rule, given a program storee; es,
the precondition requires that the expression e; evaluates to a pointer p and the
heap consists solely of this pointer. The value v resulting from evaluating e, is
then stored at the pointer location p in the output heap, and the postcondition
reflects this update.

The allocation rule requires an empty heap. While the precondition for this
rule is not necessary for the correctness of allocze; it helps strengthen the
postcondition, having it refer to the size of the allocated memory block k. The
postcondition ensures that = stores the new pointer and the heap holds k£ con-
tiguous cells initialised to 0.

In the rule for free, the precondition states that the heap contains exactly
one cell, the one to be freed. After execution, the heap is empty. Regarding
structural rules, we include the rule of consequence, which allows strengthening
the precondition and weakening the postcondition. This rule is justified purely
by logical entailment and does not depend on the operational semantics of com-
mands. Last but not least, we prove the soundness of separation logic’s vital
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frame rule, which enables local reasoning. We will elaborate further on this rule
below.

The Frame Rule. Separation logic features the frame rule, which offers a prin-
cipled solution to the frame problem. It allows an independent assertion R to
be appended to both the pre- and postconditions of a triple using a separating
conjunction.

{P}c{Q}
{P R} c{Q* R}
where variables modified by ¢ are independent of the validity of R

(Frame)

The purpose of the frame rule is to facilitate local reasoning. If a program c safely
executes on a minimal state described by P and results in a state satisfying
@, then it also safely executes in any larger state and does not invalidate any
predicates R that are true of the independent parts of the larger state. Hence,
the frame rule guarantees that the execution of c¢ is unaffected by and does not
interfere with these unrelated parts of the state.

As discussed in the definition of weak validity triples, however, allowing all
types of errors undermines the soundness of the frame rule. For example, consider
the triple {emp} loadxe {x = 0}y where Vs.[e]¢s = y noted in prior work [1].
This triple satisfies weak validity only because all types of errors (including
memory errors) are allowed. Framing such a triple with R = y + 1 yields the
triple {y + 1} loadxe {x = 0 Ay > 1}y, which is invalid. Since the load from
an uninitialised address would now succeed due to the presence of (y +— 1) in
the combined state, but the postcondition is false. Thus, the program’s faulty
behaviour is masked by the extended heap, and the faults are not propagated,
violating the principle of local reasoning. Prior work [1] addressed this by intro-
ducing the isolating conjunction P > (), defined as:

(P> Q)(1,h) = ids(l, hy) # blocks(l, ho) A h = hy Uhg A P(L, k1) A Q(L, ha).

The isolating conjunction prevents repairing a dangling pointer through heap
union, when appending an independent assertion R. In this way, it avoids turn-
ing an erroneous execution into a successful one when extending the state. In
contrast, our approach avoids these restrictions. Since our memory-safe validity
triple explicitly distinguishes memory safety violations from other errors, pro-
grams that suffer from such errors are excluded by design. This allows us to safely
apply the standard frame rule without introducing the isolating conjunction.

This section provided an overview of the standard separation logic features.
We showed how we adapted the definition of triple validity [1] to prevent mem-
ory errors. Additionally, to facilitate reasoning about program specifications,
we presented suitable separation logic rules for our language and proved their
soundness with respect to the operational semantics. The following section out-
lines how we express the frame conditions imposed by uniqueness types, as pre-
sented in Sect. 2, into our separation logic to verify that a safe program respects
the uniqueness imposed safety invariants.
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5 Uniqueness as Separation

As previously mentioned, we aim to formally verify whether an imperative pro-
gram meets the memory safety invariants from a uniqueness type system. To
reduce our formal verification effort, we express these invariants within a frame-
work suitable for reasoning about programs that access and mutate memory.

In this section, we represent the frame conditions (Sect.2) using separation
logic through the triple FC TRIPLE. Additionally, we present Theorems 2, 3 and
4 showing that FC TRIPLE implies each of the frame conditions.

It has been shown that expressing and manually proving the frame condi-
tions requires considerable effort [4]. To mitigate this challenge, we begin by
representing the frame conditions as a single separation logic triple:

Definition 1 (FC TRIPLE). Given a program c¢ with an input set of pointers
w; and an output set of pointers w,, we express the frame conditions as the single
triple:

{*oew, F0. 01— v} ¢ {Kpe,,, T 00— v}y, (FC TRIPLE)

FC TRIPLE describes w; and w, as the input and output footprints of the
command c. It requires that all locations in w; are valid pointers in the ini-
tial state. Additionally, it asserts that all locations in the output footprint are
valid pointers in the final state and guarantees the integrity of non-overlapping
memory.

To better understand the theorems that assert that FC TRIPLE implies the
frame conditions, it is useful to recall some basic notions of nominal set theory,
which is a mathematical framework to formally reason about names, binding
and alpha-equivalence.

Let m : Z — 7 be a bijective function on the set of block identifiers Z. In
nominal, the renaming operation 7 - (—) is a function on structures containing
block identifiers, that renames every block identifier in that structure using the
function 7. For example, considering the state s, 7 - s has the effect of changing
all block identifiers contained in the state using the function 7.

The support of 7 is the set of names that 7 actually change, i.e., the smallest
set of names such that outside of it, m behaves as the identity. Formally, this is
represented as suppm = {z € Z | n(x) # z}. Lastly, when we state that 7 fixes
a set A, we mean that for all elements in A, 7 maps them to themselves.

The proofs of our theorems rely crucially on the following two results. The
first lemma asserts that given a set of pointers w, if we can split the heap into
|w| different subheaps, where the domain of each subheap consists of a single
element of w, we can conclude that the domain of the heap is precisely the heap
footprint w, and vice versa.

Lemma 1 (Big-Sep as Domain Equation)

(*gewﬂv. /— v) (ls, h) — dom(h) = w
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The Frame OK theorem, as introduced by Azevedo de Amorim et al. [1],
states that if a program terminates successfully, then we can extend its initial
state without affecting its execution, up to some permutation that accounts for
different choices of fresh names to guarantee no clashes between identifiers.

Theorem 1 (Frame OK). Let ¢ be a command, and s, s}, and sy be states.
Suppose that [c], s1 = s}, vars(c) C vars(sy1), and blocks (s1) # blocks (s2).
Then, there exists a permutation 7 such that [c], (s1 U s2) = m-s] Use and
blocks (7 - s7) # blocks (s3).

Having reviewed some nominal set basic concepts and presented important
previous results, let us now turn to the main theorems. The first theorem states
that if FC TRIPLE holds for a program ¢ with an input set of pointers w;, and an
output set of pointers w,, then we know that any pointer initially available that
is not returned in the final set, must have been freed — since freeing a pointer is
the only way to remove pointers from the domain of the heap.

Theorem 2 (FC TRIPLE Implies Leak Freedom). Let ¢ be a program, w;
the set of input pointers, and w, the set of output pointers. Let s be the input
state, s' and sy output states, and w a permutation.> Additionally, let s = (Is, h),
s' = (Is', '), and s} = (Is}, h}).

Then, we have the following theorem:

assuming

vars ¢ C vars(s [ w;)

w; C dom(h)

[e]n (s 1 w;) = done (my - s7)

blocks(h [ w;) # blocks(h | w;)

[e]n s = done (7 - s")

{0, Fv. = v} ¢ {ke,,Tv. £ — v},
then

w; Ndom(h") C w,.

The first premise, varsc C vars(s [ w;), guarantees that all the variables
needed to run c are already defined in the state s [ w;. This implies that their
values remain unchanged when we extend that initial state with s [ w;. The sec-
ond premise, w; C dom(h), ensures that we can indeed split the heap h, and
consequently the state s, into two distinct parts: h [ w; and h | w;.

The fourth premise prevents the splitting of allocated memory blocks. The
fifth premise assumes that the command ¢ executes successfully on the state s,
allowing us to refer to the final heap in the theorem’s conclusion. Permutations
are needed to facilitate expressing properties on states independently of the new

2 Note that, instead of exposing the nominal monads used in the Rocq proofs, we
will just present proofs with permutations.
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block identifiers potentially allocated by the command. Finally, the theorem’s
conclusion states that leak freedom (Sect.2) holds on the final heap A'.

The proof of the Theorem 2 relies crucially on the fact that the result of
[c]n (s ]w;) does not change when we extend the initial state with h [ w;, aside
from some permutation that we pick to be my.

Additionally, the proof relies on the conditions supp(7y) # ids(s [ w; ) Uw, and
supp(m) # w;. This means that 7 fixes ids(s [ w;) Uw, and 7 fixes w;. Moreover,
the proof uses the fact that dom(h [ w;) = w; (true by construction), and dom (7 -
h}) = w, (deduced by Lemma 1).

The second theorem states that if FC TRIPLE holds for a program ¢ with an
input set of pointers w;, and an output set of pointers w,, then we know that
any pointer in the final set of pointers that is not in the initial footprint, must
have been allocated — which implies that the new pointer is fresh with respect
to the initial state.

Theorem 3 (FC TRIPLE Implies Fresh Allocation).
Let ¢ be a program, w; the set of input pointers, and w, the set of output pointers.

Let s be the input state, s| an output state, and 71 a permutation. Additionally,
let s = (Is,h), and s} = (s}, h}).

If

vars ¢ C vars(s [ w;)

w; € dom(h)

blocks (h [ w;) # blocks (h | w;)

[l (s [w;) = done (my - s7)

{*[ewiﬂv. l— v} ¢ {*ken, V. €= v},
then

w, Ndom(h) C w;.

Note that, in this case, the Theorem 3 does not require the assumption
[c]n s = done (7 - '). Instead, we derive this information throughout the proof
from hypotheses three and four, along with the theorem Frame OK.

The proof of the theorem relies on the condition supp (1) # ids(s [ w;) Uw,.
This means that m; fixes ids(s [ w;) U w,. Additionally, the proof uses the fact
that dom(h [ w;) = w; (which holds true by construction) and dom(my - h}) = w,
(deduced from Lemma 1). Moreover, the proof uses dom(7; - h}) L dom(h | w;)
(inferred from Theorem 1) that leads to the fact that w, # dom(h | w;).

The third and final theorem, shows that if FC TRIPLE holds for a program
¢ with an input set of pointers w;, and an output set of pointers w,, we can
conclude that the program does not modify any pointer outside of the specified
input and output footprints.

Theorem 4 (FC TrIPLE Implies Inertia).
Let ¢ be a program, w; the set of input pointers, and w, the set of output point-

ers. Let s be the input state, s’ and s| output states, and 7 a permutation.
Additionally, let s = (Is,h), s’ = (Is', 1), and s} = (Is},h}).
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Then, we have the following theorem:

assuming

vars ¢ C vars(s [ w;)

w; € dom(h)

blocks (h [ w;) # blocks (h [ w;)

[c]n (s [ w;) = done (71 - s7)

[c]. s = done (7 - s')

{pe0, 0. €= 0} ¢ {¥,0,,F0. 0= v},
then

Vp. p ¢ w, Uw; — h(p) = 1 (p)

Similar to the proof for Theorem 2 and 3, this proof relies on 7 fixing
ids(s [w;) U w,. Additionally, it uses the fact that dom(h [w;) = w; (holds by
construction) and dom(m - h}) = w, (deduced from Lemma 1).

Based on Theorems 2, 3, and 4 we can conclude that to prove that a safe
program complies with the memory safety invariants from uniqueness types,
specifically the frame conditions, it is enough to show that the program satis-
fies FC TRIPLE . We now have a framework suitable for reasoning about the
safety invariants from uniqueness types, namely the separation logic presented
in Sect. 4, and the exact triple we need to discharge for a program intended for
integration into the uniquenessly typed program.

6 Examples: Discharging Frame Conditions

For convenience, we define a validity triple on expressions {P}e{\v. Qu}..
Given an expression e, a precondition on states P and a postcondition predicate
on values @, {P}e{ \v. Quv}. holds iff Y(I,h). P (I,h) — (Ve[e]°l =v — Q).

Figure 6 has some examples of derived separation logic rules for single com-
mands, maintaining the frame conditions separation logic triple under specific
constraints on the input and output pointer sets that represent the heap foot-
print. These demonstrate that one can discharge the frame condition separation
logic triples, which in turn imply that the uniqueness type invariants are satis-
fied (as per the theorems in Sect. 5). We verified these examples in RocqQ. These
derived rules can be directly used to verify larger programs when each command
within the larger program respects the uniqueness constraints. In complex cases,
when the entire program respects the separation logic frame conditions triple,
but single commands within the program do not respect these conditions, such
programs can still be verified manually. Even then, one can rely on the general
separation logic rules to aid with the manual proofs.
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w; = Wo

{*sew, . £ = v} skip {*),c,,Tv. £ — v}

W; = Wo

{*icw, 0. L= v} x = e {k,, . L v}

w; = Wo {*ew, W L= vie{l. vEP = fst v €wile
{*rcw, V. £+ v} loadx e {k,c,, Tv. £ v}

W; = Wo {*ZEwiEIU.EHv}el {Mw.veP — fstvewte
{*¢cw, V. £ v} storees es {*,c,,Tv. £+ v}

{kicw, 0. L= vre{A(p,n). (p,n) €P — (p € wi ANwo = w; \ {p} Ap & fst" wo}e
{*rcw, . L= v} freee {k,,, . £ — v}

{*iew, 0. b= vie{ M. v &P — wo = wi}e
{*rcw, . £ v} freee {k,,, v. £ v}

{*iew, 0. £ v}cr {3k, TV £ v} {3 )cr TV £ = v} co {ke,, v £ v}
{*cw, V. £ = v} seqci o {ke,, V. £ v}

{*iew, . L= vie{l. v e B}
{*rew, . L= v}c{ke,, 0. £ v} {*sew, 0. L= v} c’ {*ngo/ElU. v}

{/cw,Fv. £+ v} if ethencelsec’ {As. (koey, Fv. £ v)s V (keew,, Fv. £ v)s}

Fig. 6. Derived uniqueness separation logic triples. Note that f'S is used to denote
the image of a function f on a set S, and S; \ S2 is used to denote set difference.

7 Related Work

The foundations of this work rest on three separate areas: separation logic,
uniqueness and ownership types, and verified interoperability through foreign
function interfaces.

Separation Logic. Separation logic [11,12,14] extends Hoare logic to enable local
reasoning about heaps and pointers. Its key feature, the frame rule, ensures
that the mutation of one part of the heap does not invalidate assertions about
unmutated parts of the heap. Particularly relevant to the present work is the use
of separation logic to formally define memory safety [1| as well as the RustBelt
project [6,7].

Azevedo de Amorim et al. extend separation logic with a memory-safe vari-
ant of the frame rule accommodating errors [1|. While this work accounts for a
weak form of validity that holds for programs that potentially return an error,
it requires a stronger separation between the states resulting in a non-standard
definition of separating conjunction. In contrast, we introduce a notion of valid-
ity that precludes memory errors while still allowing other types of errors and
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prove the soundness of the frame rule using the traditional notion of separating
conjunction. Moreover, we verify the soundness of an entire inference system,
facilitating more extensive reasoning.

The RustBelt project aims to ensure that Rust’s core safety properties are
preserved even for programs incorporating unsafe code, which can bypass Rust
memory safety features. RustBelt provides a formal semantic model for a signifi-
cant subset of Rust. This model provides the verification conditions necessary to
guarantee that a program with unsafe code preserves Rust’s type system invari-
ants. RustBelt uses Iris, an advanced separation logic, to prove that specific
unsafe code is sound, by associating it with logical invariants that mimic Rust’s
safety guarantees. Unlike RustBelt, the present research focuses on expressing
the safety invariants within separation logic, rather than embedding a semantic
interpretation of the type system into separation logic.

Uniqueness Types. Uniqueness types [17] track exclusive access to data, ensuring
that unaliased data remains unaliased. We focus on the memory safety guaran-
tees induced by uniqueness types, especially the frame invariants they establish.
Clean [2], Idris [3], and Cogent [10] are some of the languages incorporating
uniqueness systems. In particular, our research builds on Cogent’s type system
and its approach to memory safety.

FFI Verification. Significant research on FFIs aims to ensure that external code
adheres to the safety requirements of the host language.

For example, Patterson et al. [13| present a framework for reasoning about
cross-language correctness at the compiled level. The framework uses logical
relations to model the semantics of the source language type system. This allows
for identifying type equivalences across languages, facilitating safe data exchange
between them and reasoning about the program’s behaviour after compilation.

VeriFFI is a project that establishes a verified FFI between Rocq and C.
It ensures that C functions comply with RocQ programs specifications. This is
achieved by translating ROCQ types and models into specifications compatible
with the Verified Software Toolchain (VST). Then, developers can prove that
the corresponding C implementations satisfy these specifications, guaranteeing
type safety.

Cheung et al. manually verified that certain C components align with
Cogent’s type system invariants, including the frame conditions. They abstracted
a monadic C embedding in Isabelle/HOL into a functional Cogent embedding
within the same assistant. While their work successfully verified safety invariants
of C code, it also showed the significant effort required, especially when using a
framework not designed to facilitate pointer reasoning.

While these approaches to FFI verification are more general and often require
comprehensive models of both the host and the guest languages, our approach
focuses on expressing the invariants of a uniqueness type system within a version
of separation logic suitable for reasoning on safe imperative languages.
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8 Conclusion and Future Work

This paper describes the obligations that a programming language with unique-
ness types, specifically Cogent, imposes on references and heaps to fully verify
a program written in Cogent incorporating C code. We show how these frame
obligations can be expressed in separation logic. Furthermore, we formally prove,
using RocQ, that the proposed formulation in separation logic implies the frame
obligations of the uniqueness-type system.

In the process of formally verifying programs with uniqueness types that fea-
ture a bypass mechanism, it is typical to assume the memory safety obligations
on the external code. This practice leads to a verification that, while potentially
encompassing safety, remains incomplete. Our formulation of the frame obliga-
tions derived from Cogent’s uniqueness-type system into separation logic FC
TRIPLE, marks progress toward fully discharging these conditions.

We also aim to explore proof composition: given two programs c¢; and ¢, that
satisfy the frame conditions expressed in separation logic, does it follow that
the program ci;co also satisfy the frame conditions? We suspect that proof
composition requires a weaker version of our FC TRIPLE proposed.

Finally, we believe that this formulation of the frame conditions helps solidify
the connection between uniqueness types and separation logic. Type systems
and program logics are both tools for formal reasoning, and we run the risk of
reinvention if we do not realise the connections between them.
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